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WHAT IS CLAIMED IS: 



1. An image processing apparatus comprising: 
calculation means for performing a predetermined 
calculation with the use of a digital image and confidential 
information; and 

generation means for generating signature data with the 
use of an output of said calculation means in order to 
detect the integrity of the digital image . 



2. An image processing apparatus according to Claim 1, 
wherein an inverted calculation of the predetermined 
calculation is possible. / 

3. An image processing apparatus according to Claim 1, 
wherein said generation means generates the signature data 
by the use of a one-way function. 

4. An image processing apparatus according to Claim 1, 
wherein said generation imeans generates the signature data 
by the use of a secret -key cryptosystem. 

5. An image processing apparatus according to Claim 1, 
wherein the conf identaal information relates to the image 
processing apparatus / 
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6. An image processing apparatus according to Claim 1, 
wherein the confidential information relates to a user who 
uses the image processing apparatus. 



7. An image processing/ apparatus according to Claim 1, 
wherein the digital image is highly efficiently encoded. 



8. An image processing 
further comprising an image 
digital image . 



apparatus according to Claim 1 , 
pickup unit for generating the 



9. An image processing apparatus according to Claim 8, 
wherein said calculation means performs the predetermined 
calculation every time saija image pickup unit generates the 
digital image . 



10. An image processing 
wherein the image processing 
camera . 



apparatus 



app arat 



11. An image processing apjparat 
wherein the image processing apjfcarat 



according to Claim 1, 
us serves as a digital 



us according to Claim 1 , 
us serves as a scanner. 



12. An image processing apparatus comprising: 



# 
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input means for 
data used for detecting 

calculation means 
calculation with the us 
confidential inf ormati 

detecting means fo 
digital image , with the 
result of the 



predetermined 



inputting a digital image and signature 
the integrity of the digital image; 
for performing a predetermined 
3 of the digital image and 
iofi ; and 

detecting the integrity of the 
use of the signature data and a 
calculation . 



13. An image procje 
12 , wherein an inverted 
calculation is possible 



ssing apparatus according to Claim 
calculation of the predetermined 



14. An image processing apparatus according to Claim 
12, wherein said calculation means performs the 
predetermined calculation with the use of a one-way function. 



15. An image processing apparatus according to Claim 
12, wherein said calculation means performs the 
predetermined calculation with the use of a secret -key 
cryptosystem . 



16. An image processing apparatus according to Claim 
12, wherein the confidential information relates to a unit 
for generating the signature data. 
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17. An image proce$ 
1 2 , wherein the 
who uses a unit for 



confidential 



sing apparatus according to Claim 
information relates to a user 
the signature data. 



generating 



18. An image processing apparatus according to Claim 
12, wherein the digital image is highly efficiently encoded. 



19. An image processing apparatus according to Claim 
12, wherein a result of detection achieved by said detecting 
means is sent to a display unit. 




20. An image proc 
12, wherein the image 
computer . 



essing apparatus according to Claim 
processing apparatus serves as a 



21. An image processing method comprising the steps 



of: 



performing a predetermined calculation with the use of 
a digital image and confidential information; and 

generating signature data (with the use of a result of 
the predetermined calculation in order to detect the 
integrity of the digital image 

22. An image processing method according to Claim 21, 



V 
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wherein an inverted calculation of the predetermined 
calculation is possibly, 

23. An image processing method according to Claim 21, 
wherein the predetermined calculation is performed with the 
use of a one-way function . 



24. An image pr 
wherein the 
use of a secret -key 



predeterir ined 



cessing method according to Claim 21, 
calculation is performed with the 
dryptosystem . 



25. An image processing method according to Claim 21, 



wherein the confider 



generating the signcLture data. 



tial information relates to a device for 



26. An image 
wherein the 
uses a device for 



processing method according to Claim 21, 
information relates to a user who 
generating the signature data. 



confidential 



27. An image 
wherein the digital 



processing method according to Claim 21, 
image is highly efficiently encoded. 



28. An image processing method according to Claim 21, 
further comprising the step of inputting the digital image 
from an image pickup unit. 
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29. An image processing method comprising the steps 



of: 



inputting a digital image and signature data used for 
detecting the integrity of the digital image; 

performing a predetermined calculation with the use of 
the digital image and confidential information; and 

detecting the integrity of the digital image according 
to the signature data and a result of the predetermined 
calculation . 



30 . An image 
wherein an inverted 
calculation is possible 



processing method according to Claim 29, 
calculation of the predetermined 



proces 



3 1 . An image 
wherein the 
use of a one-way funcfc 



predetermined 



sing method according to Claim 29, 
calculation is performed with the 



ion, 



32. An image processing method according to Claim 29, 



iin 



wherein the predetermined calculation is performed with the 
use of a secret -key cryptosystem. 



33. An image processing method according to Claim 29, 
wherein the confidential information relates to a device of 
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generating the signature data. 



34, An image 
wherein the confidential 
uses a device of 



processing method according to Claim 29, 
information relates to a user who 
generating the signature data. 



35. An image 
wherein the digitall 



3 6 . An image 
further comprising 
detection on a display unit 



processing method according to Claim 29, 
image is highly efficiently encoded. 



/ 



processing method according to Claim 29, 
the step of displaying a result of 



37. An image 



of: 



processxng me 



performing a predetermined 
a digital image and confidential 

generating signature data 
the predetermined calculation ir 
integrity of the digital image; 

externally outputting the d 
signature data; 

externally inputting the di 
signature data; 

performing the 



thod comprising the steps 



calculation with the use of 
information ; 
wjith the use of a result of 
order to detect the 



Lgital image and the 



gital image and the 



predetermined calculation with the use 



- 79 - 



of the digital image and the confidential information; and 
detecting the integrity of J the digital image, with the 
use of the signature data and a| result of the predetermined 
calculation, 



38. An image 
calculation 
calculation with 
information; and 

generation 
use of an output c 
determine whether 
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An image 



processing apparatus comprising: 
mfcans for performing a predetermined 
tjhe use of a diSJit 31 image and confidential 



me ans 



for generating signature data with the 
f the calculation means in order to 
the digital /image has been modified. 



input means f 



processing apparatus comprising: 
>r inputting a digital image and signature 
data used for determining whether the digital image has been 
modified; 

calculation mekns for performing a predetermined 
calculation with the use of the digital image and 
confidential information; and 

for determining with the use of the 
dn output of said calculation means 
image has been modified. 



detecting means 
signature data and 
whether the digital 
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An image processing method comprising the steps 
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Of: 



performing a predetermined calculation with the use of 
a digital image and confidential information; and 



generating si 
the predetermined 
the digital image 



41. An image 



Of: 



gnature data with the use of a result of 
calculation in order to determine whether 
has been modified. 

processing method comprising the steps 



inputting a digital image and signature data used for 
determining whether the digital image has been modified; 

predetermined calculation with the use of 
and confidential information; and 
determining according to the signature data and a 
result of the predetermined calculation whether the digital 
image has been modified. 



performing a 
the digital image 



4 2 . An image 



Of: 



processing me :hod comprising the steps 



t (redetermined 



performing a 
a digital image and confidential 

generating signature data 
the predetermined calculation in 
the digital image Las been modified 

externally out 



<palculation with the use of 
information ; 
with the use of a result of 
order to determine whether 



putting the digital image and the 



81 



( 



signature data; 

externally inputting tl^e digital image and the 
signature data; 

performing the predetermined calculation with the use 
of the digital image and th£ confidential information; and 

determining with the use of the signature data and a 



result of the predetermined 
image has been modified . 



calculation whether the digital 
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